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Kyberutoky proti Ceské republice

Autofi: Abraham Tomé$, Havlik David, Slechta Ondfej, analytici CZECHMATE CZ s.r.o.

Ceska republika zazZila b&hem prezidentskych voleb v roce 2023 mohutnou vinu
hackerskych utokd typu DDoS (Distributed Denial-of-Service), jejichz cilem bylo zpomalit Ci
uplné znefunkénit webové stranky napadenych organizaci. Utognici byli &leny anonymni
skupiny NoNamed057, ktefi chtéli "osvobodit” Cesko od lidi, ktefi maji strach z Ruska a
ruskych lidi. Utoky se uskuteénily na weby prezidentskych kandidat(, statnich instituci,
pramyslovych podnikd a nevladnich organizaci. Utoénici pokradovali v Gtocich i b&hem
prezidentskych voleb a napadli i firmy podnikajici ve zpracovatelském a hutnim pramysilu.

D!rkTrggﬂ CZECHMATE CZ s.r.o. | IC 09972196 | U radnice 956/8 | Teplice | 415 @1 | Ceskd republika | +420 736 531 184 | im com| www.czechmatecz. com °15c"m
2arRll 4] ZMENA NASTAVENT

1



Informaéni a zpravodajska agentura

uuuuuuuuuuuuuu

Kyberutoky proti Ceské republice

Po stopach neznamého uto€nika

502 Bad Gateway

Tato doména hostuje na serverech web! 285

hosted by www.savana.cz

Ceska republika zazila béhem
nedavnych prezidentskych voleb
mohutnou vinu hackerskych utoku
typu DDoS (Distributed
Denial-of-Service), jejichz cilem bylo
zpomalit ¢i uplné znefunkénit webové
stranky napadenych organizaci. Kromé
internetovych stranek nékterych
prezidentskych kandidati byly cilem
utokd rovnéz weby nékolika klicovych
statnich instituci, véetné ministerstev.
Napadené byly téz weby vyznamnych
pramyslovych podnikii a nevladnich
organizaci. Weby byly po utocich bud’
zcela vyrazeny 2z provozu anebo
uto€nici zpusobili jejich docasné
vypadky. Na fungovani postizenych
organizaci maji DDos utoky Skodlivy
vliv, nebot’ snizuji jejich schopnost
poskytovat navstévnikim informace
prostiednictvim internetu. Neni jasné,
kdo presné za utoky stal, ale anonymni
skupina NoNamed057, ktera se Kk

utokim prihlasila uvedla, ze jejich
motivaci bylo osvobodit Ceskou
republiku od “rusofobd”, tj. od lidi,

kteri citi nenavist vici Ruské federaci a
ruskym lidem a od lidi, ktefi maji z
Ruské federace a ruskych lidi strach.
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Analyza utoku a jejich pricin
Utoénici pouzili DDDoS atoky

Analyzou digitédlnich stop z vefejné
dostupnych zdrojl, tj. zejména verejnych
skupin a kanall na socialni siti Telegram
jsme identifikovali, ze DDoS utoky skupiny
NoNamed057 proti cilim v Ceské
republice zaCaly s velkou mirou
pravdépodobnosti v dopolednich hodinach
ve stfedu dne 11. ledna 2023, kdy v
disledku DDoS utoku doslo k padu webu
jednoho z kandidatl v  Ceskych
prezidentskych volbach, Tomase Zimy.

. NoName057(16) Eng

391 531 496

Rus version: https://t me/noname05716

Our chat: https://t.me

Our e-mail: 05716nnm@proton.me

= Victory will be ours!

DDoS je zkratka z anglického Distributed
Denial of Service, coz &esky znamena
distribuované odepfeni sluzby. Pfi tomto
typu kybernetického utoku je cilem
utocnika znepfistupnit napadené webové
stranky, a to tak, Ze je zahlti provozem. Na
telegramovém kanalu na url adrese
https://t.me/noname05716, ktery patfi
hacktivistické skupiné NoNamed057 jsme
ve stfedu dne 11. ledna 2023 v cCase
11:24 identifikovali oznameni o tom, Ze se

NoNamed057 pravé dozvédéli, Ze na
vojenském cvigisti Libava v Ceské
republice bude brzy cviéit 4 000

ukrajinskych vojakda.! Podobny vycvik

i Zdroj: https://t.me/s/noname05716eng/369
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podle NoNamed057 pry v Ceské republice
absolvovala na konci roku 2022 jiz prvni
skupina ‘“ukrowarriortt” a je zfejmé, ZzZe
ufady Ruské federace podobné praktiky
na uUzemi Evropské unie durazné
odsuzuji. V této souvislosti NoNamed057
na svem telegramovaném kanalu rovnéz
uvedli, e se v Ceské republice pry brzy
uskuteéni prezidentské volby, a oni
(NoNamed057) se jich rozhodli "zdcastnit"”
a pravé dnes (pozn. ve stfedu dne 11.
ledna 2023) “nabourali webové stranky
jednoho z kandidatd - Tomase Zimy”.

Datum a ¢éas Doména obéti = Url stopa uto¢nika
2023-01-11 11:24:00 tomaszima.cz https://t.me/s/noname057 16eng/369

Zdroj: Telegram

Anonymni skupina NoNamed057
praktikuje hacktivismus, coZ je pouzivani
¢i zneuzivani pocitacovych technik jako je
hacking, eticky hacking, Google-hacking,
Dorking, Doxing atd. coby forma ob&anskeé
neposlusnosti k podpofe politického
programu ¢i spolec¢enské zmény.?

Prvni vina utoku
Ctvrtek 12. ledna 2013

Ve Ctvrtek dne 12. ledna 2023 byly
napadeny weby dvou ¢eskych nevladnich
organizaci - Hlida€ statu a Programy do
voleb a dvé webové stranky kliCovych
statnich instituci v Cesku. Ceského
statistického Uradu, ktery hral kli¢ovou roli
pfi scitani hlasli v prezidentskych volbach
web Ministerstva zahraniénich véci CR.
Hackerské utoky NoNamed057 neustaly
ani pfimo v prabéhu prezidentskych voleb
v Cesku ve dnech 13. a 14. ledna 2023.

Datum a éas Doména obéti = Url stopa uto€nika
2023-01-12 14:13:00 mzv.cz https://t. me/s/noname05716eng/374
2023-01-12 13:02:00 mzv.cz https://t.me/s/noname057 16eng/373
2023-01-12 13:00:00 €zs0.cz https://t.me/s/noname05716eng/372

2023-01-12 12:59:00 hlidacstatu.cz https://t.me/s/noname05716eng/371

2 Zdroj: https://en.wikipedia.org/wiki/Hacktivism
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Datum a ¢éas Doména obéti = Url stopa uto¢nika
2023-01-12 12:57:00 programydovoleb.cz https://t. me/s/noname057 16eng/370

Zdroj: Telegram
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Utoky pfi prezidentskych volbach I.
patek 13. a sobota 14. ledna 2023

V patek dne 13. ledna 2023 se skupina
NoNamed057 na svém telegramovém
kanalu pochlubila opétovnym shozenim
internetovych stranek  jednoho z
prezidentskych kandidatl Tomase Zimy a
opakovala utoky na weby Ministerstva
zahrani¢nich véci CR a Hlidage statu.

Datum a ¢éas Doména obéti  Url stopa utocénika
2023-01-13 12:10:00 tomaszima.cz https://t. me/s/noname05716eng/378
2023-01-13 10:18:00 hlidacstatu.cz https://t.me/s/noname05716eng/376
2023-01-13 10:17:00 mzv.cz https://t.me/s/noname05716eng/375

Zdroj: Telegram

Utognici napadli nevladni organizace
Hlida¢ statu a Programy do voleb, které se
v Ceské republice obé& zabyvaiji vefejnou
kontrolou statu a jeho instituci. Hlidac
statu je vefejné prospésny projekt, jehoz
cilem je kontrolovat statni a vefejné
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instituce, a to pomoci aplikaci Hlida¢
smluv, Registr smluv nebo Hlida¢ webdu.
Programy do voleb je pro zménu zajmovy
spolek, jehoZz cilem v inkriminované dobé
bylo pfinaset nestranny pohled na
kandidaty v ¢€eskych prezidentskych
volbach ve dnech 13. a 14. ledna 2023.
Utoénici z NoNamed057 tuto vefejnou
kontrolu narusili, ¢imz bud zcela zamezili
nebo vyrazné ztizili naplhovat hlavni
poslani nevladnich organizaci v
demokratickych spole¢nostech, tj. umoznit
verejnosti z fad tzv. ob&anské spole€nosti,
aby se ucastnila spravy véci vefejnych. V
sobotu dne 14. ledna 2023 byly opétovné
napadeny webové stranky Hlidace statu a
Ceského statistického Gfadu. Na ustfedi
sCitani volebnich vysledkd prvniho kola
prezidentskych voleb v Cesku zautogili
hackefi z NoNamed057 téz v nedéli dne
15. ledna 2023. V nésledujicim tydnu, tj.
od 16. do 22. ledna 2023 pokracovali
NoNamed057 v utocich na primyslové
podniky se sidlem v Ceské republice.

Datum a céas Doména obéti = Url stopa utocnika

2023-01-14 10:10:00 volby.cz https://t. me/s/noname05716eng/379

2023-01-14 10:10:00 hlidacstatu.cz https://t.me/s/noname05716eng/380

2023-01-15 13:36:00 volby.cz https://t.me/s/noname057 16eng/388

2023-01-15 13:36:00 volby.cz https://t.me/s/noname05716eng/398

2023-01-15 10:36:00 €zs0.cz https://t.me/s/noname057 16eng/384

Zdroj: Telegram

Utoky na éesky pramysl
patek 16. az nedéle 22. ledna 2023

V pondéli dne 16. ledna 2023 doSlo k
dalSi sérii utokd, tentokrat na internetové
domény vesmés soukromych obchodnich
spoleénosti a pramyslovych podnika.

Datum a ¢as Doména obéti = Url stopa uto¢nika

2023-01-16 10:31:00 aero.cz https://t. me/s/noname05716eng/397

2023-01-16 10:23:00 zetor.cz https://t. me/s/noname05716eng/396

2023-01-16 09:56:00 cals.cz https://t. me/s/noname05716eng/395

2023-01-16 09:56:00 motorjikov.com https://t.me/s/noname057 16eng/390

2023-01-16 09:56:00 sor.cz https://t. me/s/noname05716eng/391
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Datum a ¢éas Doména obéti = Url stopa uto¢nika

2023-01-16 09:56:00 tajmac-zps.cz https://t.me/s/noname05716eng/392

2023-01-16 09:56:00 tor-industries.cz https://t.me/s/noname05716eng/393

2023-01-16 09:56:00 tosvarnsdorf.cz https://t.me/s/noname05716eng/394

Zdroj: Telegram

Ter€em byly Ceské pramyslové podniky
AERO Vodochody AEROSPACE, ZETOR
TRACTORS, CALS servis, MOTOR
JIKOV Group, SOR Libchavy, TAJMAC -
ZPS, TOR INDUSTRIES a TOS Varnsdorf.

Akciova spoleénost AERO Vodochody
AEROSPACE je predni cesky vyrobce
vojenské a civilni letecké techniky s tradici
od roku 1919. Specializuje se na vyvoj,
montaz, vyrobu a servis letadel. Akciova
spole¢nost ZETOR TRACTORS je pfedni
Cesky vyrobce a dodavatel nahradnich
dili a prislusenstvi pro traktory Zetor.
Akciové spolec¢nosti MOTOR JIKOV
Group, TAJMAC - ZPS, TOS Varnsdorf a
spoleénost s ru€enim omezenym TOR
INDUSTRIES podnikaji ve strojirenstvi.
Spole¢nost s ru€enim omezenym CALS
servis dodava pocitacové technologie pro

ika | +420 736 531 184 | info@czechmatecz.com| www.czechmatecz
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zbrojni pramysl a spole¢nost s ru¢enim
omezenym SOR Libchavy SOR Libchavy
je vyznamny Cesky vyrobce a prodejce
autobusl pro meéstskou, meziméstskou a
turistickou dopravu. Utoky pokragovaly
cely tyden a jejich cilem byly kromé
obranného primyslu a strojirenstvi téz
soukromé firmy podnikajici ve
zpracovatelském a hutnim prdmyslu.

Datum a éas Doména obéti = Url stopa utocnika

2023-01-17 10:21:00 kovosvit.cz https://t. me/s/noname05716eng/405

2023-01-17 10:02:00 retos.cz https://t. me/s/noname05716eng/404

2023-01-17 09:44:00 fermatmachinery.com https://t. me/s/noname05716eng/403

2023-01-17 09:43:00 emp-slavkov.cz https://t.me/s/noname05716eng/402

2023-01-17 09:42:00 poldi-steel.com https://t.me/s/noname057 16eng/401

2023-01-17 09:40:00 pasovaocel.cz https://t.me/s/noname05716eng/400

2023-01-17 09:39:00 pilous.cz https://t.me/s/noname057 16eng/399

Zdroj: Telegram

V datery dne 17. ledna 2023 se staly
teréem hackerskych utoku hacktivistické
skupiny NoName057 webové stranky
soukromych obchodnich spolecnosti se
sidlem v Cesku PILOUS - pasové pily,
Pasova ocel, Poldi Steel, EMP, FERMAT
CZ, ReTOS Varnsdorf a KOVOSVIT MAS
Machine Tools. DalSi vina utok(l zasahla
ve stfedu dne 18. ledna 2023 weby
organizaci Slovacké strojirny, strojirnu
Smeral Brno, Ministerstvo obrany CR, a
weby vladni agentury Czech Trade.

Datum a ¢éas Doména obéti = Url stopa uto¢nika

2023-01-18 14:31:00 czechtradeoffices.com https://t.me/s/noname05716eng/416

2023-01-18 14:00:00 czechtrade.cz https://t.me/s/noname05716eng/415

2023-01-18 13:30:00 czechtrade.cz https://t.me/s/noname05716eng/414

2023-01-18 13:02:00 czechtrade.cz https://t. me/s/noname05716eng/413

2023-01-18 12:30:00 czechtrade.cz https://t. me/s/noname05716eng/412

2023-01-18 12:01:00 smeral.cz https://t.me/s/noname057 16eng/411
2023-01-18 11:03:00 army.cz https://t. me/s/noname05716eng/409
2023-01-18 10:38:00 army.cz https://t.me/s/noname057 16eng/408
2023-01-18 10:25:00 army.cz https://t. me/s/noname05716eng/407

2023-01-18 10:24:00 sub.cz https://t.me/s/noname05716eng/406

Zdroj: Telegram
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Organizace CzechTrade spada pod
Ministerstvo priimyslu a obchodu Ceské
republiky a provozuje kancelafe Ceskych
obchodnich zastoupeni v zahranici.

Doména obéti

Datum a ¢as Url stopa utocnika

2023-01-19 11:50:00 mpo.cz https://t.me/s/noname05716eng/422
2023-01-19 11:43:00 mdcr.cz https://t.me/s/noname05716eng/421
2023-01-19 11:42:00 mdcr.cz https://t.me/s/noname05716eng/420

2023-01-19 11:41:00 tajmac-zps.cz https://t.me/s/noname05716eng/419

2023-01-19 11:40:00 jawa.eu https://t.me/s/noname05716eng/418

2023-01-19 09:28:00 mfcr.cz https://t. me/s/noname057 16eng/417

Zdroj: Telegram

Ve CdCtvrtek dne 19. ledna 2023 se
NoNamed057 na svém telegramovém
kanalu pochlubili opétovnym utokem na
strojirnu TAJMAC - ZPS. Napadli téz web
tradicniho Ceského vyrobce motocykll
JAWA Moto a pokraCovali v utocich na
ustfedni organy Cceské statni spravy.
Zamérili se na weby Ceského ministerstva
financi, ministerstva dopravy a
ministerstva primyslu a obchodu. Utoky
na ministerstvo primyslu a obchodu
pokracovaly i v patek dne 20. ledna 2023.

Datum a éas Doména obéti = Url stopa uto¢nika

2023-01-20 14:02:00 tosvarnsdorf.cz https://t.me/s/noname05716eng/428

2023-01-20 13:14:00 ckd.cz https://t.me/s/noname05716eng/427

2023-01-20 12:30:00 tstservis.cz https://t.me/s/noname05716eng/426

2023-01-20 11:45:00 excaliburarmy.cz https://t.me/s/noname05716eng/425

2023-01-20 11:09:00 mpo.cz https://t.me/s/noname05716eng/424

2023-01-20 10:26:00 t-support.cz https://t.me/s/noname05716eng/423

Zdroj: Telegram

PokraCovaly téz utoky na Ceské
primyslové podniky. Kromé opétovného
napadeni  strojirenské  firmy  TOS
Varnsdorf se staly ter€em utokd i dalSi
geské strojirny jako CKD GROUP a TST
servis, dale technologicka firma
technology-support i dalsi pfedni Cesky
vyrobce zbrani a streliva, zbrojafska firma
EXCALIBUR ARMY.. O vikendu dne 21. a
22. ledna 2023 pokracovali hackefi z
NoNamed057 v utocich na hutni zavod

_— czeCH{IINET]
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Poldi Steel, pfedni €eskou zbrojafskou
firmu AERO Vodochody AEROSPACE a
Ministerstvo obrany Ceské republiky.

Doména obéti

Datum a ¢as Url stopa utoénika

2023-01-21 16:47:00 poldi-steel.com https://t.me/s/noname057 16eng/438

2023-01-21 16:11:00 alfe.cz https://t.me/s/noname05716eng/437
2023-01-21 15:10:00 weilercz.com https://t.me/s/noname057 16eng/436
2023-01-21 14:32:00 vanad.cz https://t.me/s/noname05716eng/435
2023-01-21 13:21:00 kovopb.cz https://t. me/s/noname05716eng/434
2023-01-21 12:07:00 aero.cz https://t.me/s/noname057 16eng/433
2023-01-21 09:13:00 tos.cz https://t.me/s/noname05716eng/430
2023-01-21 08:35:00 toshulin.cz https://t.me/s/noname057 16eng/429

Zdroj: Telegram

V sobotu dne 21. ledna 2023 oznamili na
svém telegramovém kanalu, Ze shodili téz
weby slévaren ALFE BRNO, web
Kovohuti Pfibram nastupnické a Ceskych
strojirenskych firem, WEILER Holoubkov,
Vanad 2000, TOS Svitavy a TOSHULIN.

Doména obéti

Datum a ¢as Url stopa uto€nika

2023-01-22 15:50:00 army.cz https://t. me/s/noname05716eng/447
2023-01-22 15:11:00 army.cz https://t.me/s/noname057 16eng/446
2023-01-22 14:36:00 army.cz https://t. me/s/noname05716eng/444
2023-01-22 14:16:00 army.cz https://t.me/s/noname057 16eng/445
2023-01-22 12:25:00 army.cz https://t.me/s/noname05716eng/443
2023-01-22 11:30:00 army.cz https://t. me/s/noname05716eng/442
2023-01-22 10:45:00 army.cz https://t. me/s/noname057 16eng/441
2023-01-22 10:01:00 army.cz https://t.me/s/noname05716eng/440
2023-01-22 09:26:00 army.cz https://t.me/s/noname057 16eng/439

Zdroj: Telegram

Utoky na Avast Software
pondéli 23. az utery 24. ledna 2023

V pondéli dne 23. ledna 2023 napadli
hackefi z NoNamed057 web Ceskeé
softwarové firmy Avast Software a odhalili
hesla nékterych pracovnikd.  Utoky
pokracovaly i v utery dne 24. ledna 2023.

Datum a éas Doména obéti = Url stopa utocnika

2023-01-23 16:34:00 avast.io https://t.me/s/noname05716eng/459

2023-01-23 16:04:00 avast.io https://t. me/s/noname05716eng/458
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Datum a €éas Doména obéti  Url stopa utocnika

2023-01-23 15:59:00 avast.io https://t.me/s/noname05716eng/457
2023-01-23 15:56:00 avast.io https:/t.me/s/noname05716eng/456
2023-01-23 15:53:00 avast.io https://t.me/s/noname05716eng/455
2023-01-23 15:52:00 avast.io https://t.me/s/noname05716eng/454
2023-01-23 15:03:00 avast.io https://t.me/s/noname05716eng/453

2023-01-24 20:22:00 myworkdayjobs.com https://t. me/s/noname057 16eng/463

2023-01-24 20:20:00 avast.com https://t.me/s/noname05716eng/462

Zdroj: Telegram

Spole¢nost s rucenim omezenym Avast
Software je plvodem cCeska spolecnost
zabyvajici se pocitacovou a informacni
bezpecCnosti. V oboru kyberbezpelnosti
pusobi vice nez 25 let a je jednou z
nejstarSich firem v tomto odvétvi. Ma vice
nez 1 700 zaméstnancu a podle objemu
trzeb je druhou nejvétsi antivirovou firmou
na svété. V zafi 2022 bylo oznameno
spojeni €eského Avastu s americkym
technologickym  gigantem  Symantec
Corporation (dfive Norton LifeLock).
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g Zdroj: https://cs.wikipedia.org/wiki/Avast_Software
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UtOky Prl preZ|dentSkYCh VOIbaCh " Datum a ¢éas Doména obéti = Url stopa uto¢nika
. 2023-01-28 09:50:00 mzv.cz https://t.me/s/noname05716eng/499
patek 27. a sobota 28. ledna 2023
2023-01-28 09:50:00 volby.cz https://t.me/s/noname05716eng/496
2023-01-28 10:20:00 generalpavel.cz https://t.me/s/noname05716eng/495
AdcesdEniéd 6) 2023-01-28 13:10:00 generalpavel.cz https://t.me/s/noname05716eng/505
2023-01-29 13:30:00 czso.cz https://t.me/s/noname05716eng/507

Zdroj: Telegram

™ We havent forgotten about the second round of elections in the.

SR - . V prabé&hu druhého kola prezidentskych

The site of the candidate Peter Pavel was shut down again %

voleb v Ceské republice ve dnech 27. a
28. ledna 2023 omezili NoName057
kromé& webu prezidentského kandidaty
Jiz v patek dne 27. ledna 2023 v ¢ase 9:11 Petra  Pavla opetovné i dostupnost
uvedli hackefi z NoName057 na svém webovych stranek nevladni organizace

telegramoveém Gdtu, Ze pry “Nezapomnéli Hlida¢ statu, a internetovych stranek

na druhé kolo voleb (prezidentskych) v ceského ministerstva zahrani¢nich véci a

oznamili, e vyfadili z provozu web vysledky prezidentskych voleb napadli

generalpavel.cz kandidata a budouciho opétovné i v nedeli dne 29. ledna 2023.
vitéze prezidentskych voleb Petra Pavla.

= Victory will be ours!

Odveta za “Mrtvého Rusa”

Datum a éas Doména obéti = Url stopa utocnika &tvrtek 2. Gnora 2023
2023-01-27 09:11:00 generalpavel.cz https://t. me/s/noname05716eng/487

Zdroj: Telegram NoName057(16) Eng

Petr Pavel je Cesky politk a armadni
general ve vysluzbé. Od ledna 2023
zvoleny prezident Ceské republiky. Uradu
se ujme sloZzenim slibu dne 9. bfezna
2023 na spole¢né schlizi obou komor
Parlamentu. V letech 2012-2015 byl
nacelnikem Generalniho Stabu Armady
Ceské republiky a mezi roky 2015 a 2018

pusobil ve funkci predsedy vojenského ok Fesoprobicar 1 the Conch el hre scmeons
Vyb oru N ATO . Stal se tak prvn |m :cided to rename the "White Russian" cocktail to “Dead Russian®
zastupcem zemi byvalé VarSavské

smlouvy, ktery nastoupil do nejvysSi

502 Bad Gateway

Tato doména hostuje na serverech web! 2%

hosted by wwiwi.savana.cz

In short, we could not pass by and crashed the site of this eatery:

VOjenSké funkce Severoatlantické aliance https://check-host.net/check-report/e7cfac8kdae
Se ziskem 35,40 % hlasl vyhral prvni kolo «-Subscribe to NoName057(16)

wr o q o & Join our DDoS-project
pfimé prezidentské volby v roce 2023. Ve A Subscribe to reserve channel

druhém rozhodujicim kole zvitézil s 58,32
% hlasu nad Andrejem BabiSem.

= Victory will be ours!

Zatim posledni aktivitu NoName057 proti

Datum a ¢éas Doména obéti = Url stopa uto€nika o x . . o .
cilim v Cesku jsme identifikovali ve

2023-01-27 09:11:00 generalpavel.cz https://t.me/s/noname05716eng/487 étVI‘te k d ne 2 ) l:l nora 2023 ) V éase 1 3 : 1 5
2023-01-27 09:50:00 mzv.cz https://t.me/s/noname057 16eng/488 Zve‘r'.ejnlll NON8m6057 na SVém
2023-01-27 10:26:00 hlidacstatu.cz https://t. me/s/noname05716eng/489 teeg ramOVém kana’lu ze naboura“ Web
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udajné “rusofobniho” Havana Club Baru
23 v Praze. V tomto baru v centru ¢eské
metropole, ktery podle internetovych
stranek patfi fimé M EL M AR K s.ro.
se udajné rozhodli prejmenovat koktejl
"Bily Rus" na "Mrtvy Rus" a NoName057,
to svymi slovy “zkratka nemohli pominout”.

Datum a éas Doména obéti = Url stopa uto€nika

2023-02-02 13:15:00 bar23.cz https://t. me/s/noname05716eng/539

Zdroj: Telegram

Aktivity NoNamed057 v oblasti
kybernetické valky proti “rusofobnim”
zemim jsou davodem Kk obavam a
mezinarodni spolecenstvi musi pfijmout
opatreni proti této hrozbé, nebot statem
podporovany  terorismus  pfedstavuje
vaznou hrozbu pro cely demokraticky svét.
Zapadni vlady a bezpecnostni organizace
maji mnoho ddvodd brat NoNamed057
skute¢né vazné. V prosinci 2022 se
NoNamed057 prihlasili k atokim na web
Vlady Polské republiky. Jak poznamenala
polska administrativa, incident byl reakci
na Sejm Polské republiky, ktery v poloviné
prosince 2022 oficialné uznal Rusko jako
statniho sponzora terorismu. Ze stejnych
divodu zautocili NoNamed057 v poloviné
unora na vladni weby Slovenska. Analyza
telegramového kanalu skupiny
NoName057 ukazuje, ze tento utoénik
vyhledava uznani, ¢ehoz dosahuje tim, ze
na utoky odkazuje online, véetné clank
na Wikipedii. Telegramovy kanal
NoName057 téz zvefejhuje proruské
memy, motivacni pfispévky a pro
kremelskou propagandu. Aktivity
NoName057 se nejvice podobaji dalSi
prorusky orientované hacktivistické
skupiné Killnet. Ta nechvalné proslula
DDoS utoky na viadni a soukromé
instituce v nékolika prozapadnich zemich
béhem ruské invaze na Ukrajinu.
Predpoklada se, Ze skupina Killnet vznikla
nékdy v bfeznu 2022. Jsou podezieli, ze
se v roce 2022 pokusili zablokovat web
hudebni soutéZze Eurovize (Eurovision

Informaéni a zpravodajska agentura | Sbér a analyza digitalnich stop | Specialisté na Darkieb

Y DarkTracer

Song Contest), a to béhem vystoupeni
soutézicich z Ukrajiny. V dubnu 2022 se
Killnet pfihlasil k dtokiim na weby v Cesku,
a to véetné vefejnopravnich médii (Ceska
Televize a Cesky rozhlas) a webu
narodniho Zelezniéniho dopravce (Ceské
Drahy)*°. Z aktivit identifikovanych na
Telegramu usuzujeme, Ze vedle vefejné
znaméjSi skupiny Killnet, se za nejlepSiho
ruského aktéra hrozeb soucasnosti
povazuji pravé NoNamed057 a i kdyz
fakticky dopad jejich DDoS utokl byl ve
skute€nosti zatim kratkodoby nebo Zadny
nelze vyloucit, Ze po vefejné kritice budou
jejich dtoky nabyvat na intenzité |
agresivité, aby svou vefejné deklarovanou
pozici NoNamed057 potvrdili téz v praxi.

Pokusy o odhaleni
Zatim neuspésné

Skupina  NoNamed057 je znama
schopnosti skryvat skute¢nou identitu
svych hlavnich predstavitelt a
spolupracovniki. K tomu paradoxné
zneuziva internetovych nastroji a sluzeb,
které vyvinuli lidé v  prozapadné
orientovanych zemich proti kterym utoci.
Pokusy o vystopovani, odhaleni a
neutralizaci NoNamed057 zatim nebyly
uspésné. Na zakladé analyzy dostupnych
informaci jsme identifikovali, Ze
telegramovy kanal skupiny NoName057 je
uzce propojeny s e-mailovym ucétem, jehoz
adresa je 05716nnm@proton.me.

4 Zdroj: https://en.wikipedia.org/wiki/Killnet

5 Zdroj:
https://www.expats.cz/czech-news/article/czech-television-
hit-in-another-wave-of-cyber-attacks
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DNS Records for protonmail.ch

Identifikovali

jsme,
05716nnm@proton.me byl s velkou mirou
pravdépodobnosti aktivovan v sobotu dne
27. srpna 2022. Prostor pro hostovani mu
poskytl poStovni server mail.protonmail.ch,
ktery provozuje firma Proton AG se sidlem
ve Svycarsku. Proton AG je technologicka

Ze e-mailovy ucet

spole€nost nabizejici online  sluzby
zaméfené na ochranu soukromi. Firma
Proton AG byla zalozena v roce 2014
skupinou védcl, ktefi se setkali v CERNu,
coz je nejvétsi laborator Casticové fyziky
na svété.®’ Sluzby poskytovatele Proton
AG vcetné elektronické posty Proton Mail
jsou mezi uzivateli internetu vyhledavany
a vysoce cenény zejména pro svou
schopnost ochranit/skryt skute¢nou
identitu uzivateld.

DDOSIA

DDOSIA - 370 nyuee 110 419 HarpyaoHNOra TecTUpoBar

DDOSIA

Pro vyvoj a Sifeni svych produktd
pouzivali NoName057 komunitni platformu
GitHub od stejnojmenné pocitacové firmy
se sidlem v Kalifornii v USA, ktera je od
roku 2018 soucasti nadnarodniho
technologického gigantu Microsoft.

c Zdroj: https://en.wikipedia.org/wiki/CERN
7 Zdroj: https://en.wikipedia.org/wiki/Proton_AG
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GitHub se pouziva k hostovani projekta a
vyvoji softwaru s tzv. otevienym zdrojovym
kédem.® K lednu 2023 mél GitHub vice
nez 100 miliond vyvojaifd 372 milion(
repozitafl a nejméné 28 milionl verejnych
ulozist, coz z néj déla nejvétsiho hostitele
zdrojového koédu na svété vlbec
NoName057 pouzivali GitHub k vyvoji a
Sifeni bezplatnych DDoS nastroju které
hostovali na adrese
https//dddosia.github.io pod uZzivatelskymi
jmény dddosia a kintechi341.°,"° Po
upozornéni vyzkumnikl a bezpec€nostnich
expertt, Ze na GitHubu provozuji
nezakonné aktivity jim GitHub ucty zrusil.

PomaH Omenb4YeHKo

SlnacmyH*

Néktefi internetovi  vyzkumnici a
bezpe€nostni  experti uvadeji, ze
spolutvircem Skodlivého DDDos

programu byl uzivatel GitHubu ,PomanH
OwmenvyeHko®. Plvodni pfedpoklad, ze by
se mohlo jednat o realného uzivatele se
ovSem nepotvrdil.

P.€. Sluzba Url Profil Mobil

1. Facebook gt;gg:‘]//www.facebook.com/proﬁle.php?id=1 (Ol 7gHrren 96888
2. Facebook ggggg/www.facebook.com/proﬁle.php?id:1 Qs 7grrrens 37585
3. Facebook Zgg‘stg/www.facebook.com/proﬁle.php’?id=1 Qs qgreren 90390
4. Facebook gggg:{/www.facebook.com/proﬁle.php'?id=1 (Qrkarr 7greran 21000
5. Facebook ggg?;/www.facebook.com/proﬁIe.php?id=1 (Qrkrr 7grrrnn 71044
6. Facebook gtzt;‘])%/www.facebook.com/proﬁle.php?id=1 Qe 7gHeres 46111
7. Facebook gggg:é/www.facebook.com/proﬁle.php?id:1 Qs ZgrrraR 77700
8. Facebook ggg%/www.facebook.com/proﬁle.php?id=1 Qs 7grrens 02439
9. Facebook ?Ztﬁ);:{/www.facebook.com/proﬁle.php?id=1 (kxR g7Heran 230204
10. Facebook gggg;/www.facebook.com/proﬁle.php?id=1 Qe 7grrrns 85785
. Facebook ggg%/www.facebook.com/proﬂle.php?id=1 QrHxrix 7Qrriens 73470
12. Facebook  https://www.facebook.com/profile.php?id=15******** R[Sl 79206
13. Facebook https://www.facebook.com/profile.php?id=15********  7gwres* 92323
14. Facebook https://www.facebook.com/profile.php?id=15********  7gwrexx 79092
15. Linkedin tmps://linkedin.com/in/roman-omelchenko-87 ******* Uslamm

8 Zdroj: https://en.wikipedia.org/wiki/GitHub
9 Zdroj: https//github.com/dddosia
9Zdroj: https//github.com/kintechi341

czECH{IT T

NASTAVENI




Mar 2, 2023

(22 MATECZ]

P.€. Sluzba Url Profil Mobil
16. Linkedin I;lttps://Iinkedin.com/in/roman—omelchenko-1 prHxr U GEE)
17. Linkedin tmps:l/Iinkedin.com/in/roman-omelchenko-Qb*”**"* Ui GEE)
18. Linkedin tmps://Iinkedin.com/in/roman-omelchenko-oa ****** Unknown
19. Linkedin tmps://Iinkedin.comlin/roman—omelchenko-3b"""' Unknown
20. WiPesln l;mps:l/Iinkedin.com/in/roman—omelchenko-ZO"‘*"" Ul
21. Linkedin https:/linkedin.com/in/roman-omelchenko******** Unknown
2. Linkedin tmps:l/Iinkedin.com/in/r«:)man-omeIchenko-bO’“”"’”“r Uil oEE)
23, Linkedin tmps://Iinkedin.com/in/roman-omelchenko-Ob ‘‘‘‘‘ Unknown
24. Linkedin tmps://Iinkedin.comlin/roman—omelchenko-QZ"“'"' Unknown
25. Linkedin l;lttps:l/Iinkedin.com/in/roman—omelchenko-bS"‘*"" U GEnD
26. Linkedin I;lttps:l/Iinkedin.com/in/roman—omelchenko-ag*”**** UG

Zdroj: Facebook, Linkedin

Na internetu jsme identifikovali vice osob
stejného  jména, ale nikoho S

prokazatelnymi vazbami na NoName057.

Na zakladé prlizkumu ruskojazyénych a
ukrajinskych zdroji jsme dospéli k zaveéru,
ze “PomaH Omenb4eHKo” je s velkou mirou
pravdépodobnosti prezdivka inspirovana
skuteénou osobou. Jméno ,PomaH
OwmernbyeHko” se podafilo spojit se
skute¢nou identitou proruského
separatistického bojovnika, ktery byl
aktivni v operacich v donécké a luhanské
oblasti jiz od roku 2014. Presto, Ze byl
nékolikrat prohlaSen za padlého, posledni
ovéfena informace k jeho osobé se
objevila v lété 2021. Pro prorusky web
LArgumenty” komentoval ,blizici se utok
ukrajinské armady“ proti Donbasu."
Doty¢ny povstalec ,PomaH Omernb4eHKO”
je v fadach proruskych sil a jejich
sympatizantid znam jako respektovany
valeCnik s  pfezdivkou ,[lnacmyH*
(,Plastun®)."? Medialné je prezentovny jako

" Zdroj: https://argumenti.ru/world/2021/04/716587
2Zdroj:https://politcentr.ru/16647-razvedchik-armii-dnr-rom
an-plastun-ob-ukrainskih-naemnikah-mezhdu-berdyansko
m-i-mariupolem-est-dazhe-igilovcy.html
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»Pa368e04UK", \% Ceském prekladu
prizkumnik tedy pfisluSnik pozemniho
vojska nebo zpravodajského oddéleni se
specializaci zvéd nebo osoba provadéjici
vojensky pruzkum. Neexistuji zpravy ani
indicie o jeho zapojeni do kybernetickych
operaci. S ohledem na zjiSténé se
domnivame, zZe uZivatelsky profil ,PomaH
Owmenb4eHko“ spojeny s aktivitami skupiny
NoName057 na GitHubu je fiktivni a s
velkou mirou pravdépodobnosti vyuzivany
anonymnim hackerskym aktivistou, ktery
muUze byt inspirovan poveésti a kreditem
proruského bojovnika jménem ,PomaH
OwmernbyeHko prezdivaného ,[MTnacmyH*.

Zavér a doporuceni
Zlstat ve stfehu

Predpoklada se, Ze NoName057 maji
vazby na ruskou vladu a operuji se statni
podporou. V Ceské republice zautogili
poté, kdy Ruska federace odsoudila vycvik

ukrajinskych vojak v Cesku.
Problematika statem  podporovanych
hackerskych skupin vyzaduje
koordinované usili mezinarodniho
spoleCenstvi. Demokratické vilady a
organizace musi spolupracovat, aby

zlepSily svou kybernetickou obranu a
umeély celit hrozbam, které predstavu;ji
skupiny jako NoNamed057. PovaZujeme
za dulezité zdaraznit, ze mezi zasazenymi
doménami se nachazi i domény organl
Ceské statni spravy, které vyrazné
zasahuji anebo koordinuji zahraniéni
obranné-primyslovou pomoc Ruskem
napadené Ukrajiné. Jde o Cceska
ministerstva zahranicnich VEci,
ministerstvo obrany, ministerstvo pramyslu
a obchodu, ministerstvo financi &i
ministerstvo  dopravy. Soucasné byly
zasazené i domény, které zahrnuji servery
Ceskych prumyslovych podnika, které se
na vyrobé vojenského materialu podileji
bud pfimo nebo prostfednictvim
dodavatelského Fetézce. Nelze tedy

o (@ CZECHIEED
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vyloucit, Ze v souvislosti s DDOS utoky
proti cilim v Cesku mohlo jit o mapovani
prostfedi pro budouci utoky nebo dokonce
o] zastiraci manévr. Durazné
doporucujeme zUstat ostrazity a byt si
védom metod, které skupiny jako
NoNamed057 pouzivaji k infiltraci systému
a naslednym kradezim citlivych informaci.
Utoky zpGsobily postizenym organizacim
problémy, ale 2z naSich aktualnich
poznatkll nevyplyva, Ze by utoky typu
DDOS zpusobené utoénikem NoName057
zpUsobily  dniky citlivych dat nebo
informaci.

O nas

CZECHMATE CZ, s.r.o. je tym zkuSenych
digitalnich detektivu, ktefi monitoruji Uniky
citlivych informaci jednotlivet a organizaci
na internet Specializuji se na sbér a
analyzu digitalnich stop. Vyhodnocuji
hrozby, které mohou subjektu zpUsobit
internetovi zlo€inci €i konkurence a tim
pomahaji pfedchazet a minimalizovat
Skody (dale jen ,CZECHMATE CZ*). Na
zakladé Smlouvy o partnerstvi s obchodni
firmou NSHC PTE. LTD. (Singapore) ma
vyhradni licenci pro uzivani nastroje
umélé inteligence  DarkTracer pro
sledovani kriminalnich aktivit na internetu
s pravem poskytovat sublicence dalSim
subjektim.”® V8echna zjisténi v tomto
materidalu pochazeji z dat ziskanych

nastrojem DarkTracer a analytickou
¢innosti CZECHMATE CZ ."4™°
Upozornéni

Upozoriiujeme, 2e tento dokument

obsahuje davérné informace a je uréen
vyhradné povérenym pracovnikum
Klienta. Nesmi byt bez pfedchoziho
souhlasu CZECHMATE CZ zpfistupnén
treti osobé, ani pouzit pro jiné ucely.
VSechny znamky a nazvy produktd v

13 Zdroj: https://darktracer.com/
14 Zdroj: https://www.czechmatecz.com
e Zdroj: https://en.nshc.net/

| Sbér a

analyza digitalnich stop | Specialisté na DarkWeb

Y DarkTracer

tomto materidlu jsou ¢ mohou byt
registrované obchodni znacky ¢i obchodni
a ochranné znamky vlastnika.

© 2021 CZECHMATE CZ, s.r.o0.,

v8echna prava vyhrazena.
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Kybernetické Utoky na organizace v Ceské republice
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P.¢. Den
il stfeda
2, Ctvrtek
3. Ctrtek
4. Gtvrtek
5. Gtvrtek
6. Ctvrtek
7. patek
8. patek
9. patek
10. sobota
il sobota
12. nedéle
13. nedéle
14. nedéle
15. pondéli
16. pondéli
17. pondéli
18. pondéli
19. pondéli
20. pondéli
21. pondéli
22. pondéli
23. atery
24. atery
25. utery
26. atery
27. utery
28. atery
29. utery
30. stfeda

v D!rkTrEgE' CZECHMATE CZ s.r.o. | IC 89972196 | U radnice 956/8 | Teplice | 415 @1 | Ceskd republika | +420 736 531 184 |

Datum a ¢as
2023-01-11 11:24:00
2023-01-12 12:57:00
2023-01-12 12:59:00
2023-01-12 13:00:00
2023-01-12 13:02:00
2023-01-12 14:13:00
2023-01-13 10:17:00
2023-01-13 10:18:00
2023-01-13 12:10:00
2023-01-14 10:10:00
2023-01-14 10:10:00
2023-01-15 10:36:00
2023-01-15 13:36:00
2023-01-15 13:36:00
2023-01-16 09:56:00
2023-01-16 09:56:00
2023-01-16 09:56:00
2023-01-16 09:56:00
2023-01-16 09:56:00
2023-01-16 09:56:00
2023-01-16 10:23:00
2023-01-16 10:31:00
2023-01-17 09:39:00
2023-01-17 09:40:00
2023-01-17 09:42:00
2023-01-17 09:43:00
2023-01-17 09:44:00
2023-01-17 10:02:00
2023-01-17 10:21:00

2023-01-18 10:24:00

Tue, Jan
Tue, Jan

Doména obéti

tomaszima.cz
programydovoleb.cz
hlidacstatu.cz
€zs0.cz

mzv.cz

mzv.cz

mzv.cz
hlidacstatu.cz
tomaszima.cz
volby.cz
hlidacstatu.cz
czso.cz
volby.cz
volby.cz

cals.cz
motorjikov.com
sor.cz
tajmac-zps.cz
tor-industries.cz
tosvarnsdorf.cz
zetor.cz

aero.cz
pilous.cz
pasovaocel.cz
poldi-steel.com
emp-slavkov.cz
fermatmachinery.com
retos.cz
kovosvit.cz

sub.cz

Napadena organizace
PROTOCOL SERVICE, spol. s . 0.
Programy do voleb, z. s.

Hlidag statu, z.u.

Cesky statisticky Gfad

Ministerstvo zahrani¢nich véci
Ministerstvo zahrani€nich véci
Ministerstvo zahrani¢nich véci
Hlida¢ statu, z.u.

PROTOCOL SERVICE, spol. s r. 0.
Cesky statisticky GFad

Hlida¢ statu, z.u.

Cesky statisticky Gfad

Cesky statisticky Gfad

Cesky statisticky Grad

CALS servis s.r.0.

MOTOR JIKOV Group a.s.

SOR Libchavy, spol. s r.o.

TAJMAC - ZPS a.s.

TOR INDUSTRIES s.r.o.

TOS Varnsdorf a.s.

ZETOR TRACTORS a.s.

AERO Vodochody AEROSPACE a.s.
PILOUS - pasové pily, spol. s r.o.
Pasova ocel, s.r. 0.

Poldi Steel s.r.o.

EMP, s.r.o.

FERMAT CZ s.r.0.

ReTOS Varnsdorf s.r.0.

KOVOSVIT MAS Machine Tools, a.s.

Slovackeé strojirny, a. s.
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Sun, Jan 22, 2023,11:30
Sun, Jan 22, 20231225

Ic
25722361
10906380
05965527
00025593
45769851
45769851
45769851
05965527
25722361
00025593
05965527
00025593
00025593
00025593
26285002
62525182
15030865
26215578
07323336
27327850
26921782
24194204
60727551
25614053
10969608
44963912
26180367
62739204
07333536

00008702

x\ik}aﬁﬁﬁﬁ'&'%a’gg
g558888858888
EEEAS5F5E58¢

Url stopa utocnika
https://t.me/s/noname05716eng/369
https://t.me/s/noname05716eng/370
https://t.me/s/noname05716eng/371
https://t.me/s/noname05716eng/372
https://t.me/s/noname05716eng/373
https://t.me/s/noname05716eng/374
https://t.me/s/noname05716eng/375
https://t.me/s/noname05716eng/376
https://t.me/s/noname05716eng/378
https://t.me/s/noname05716eng/379
https://t.me/s/noname05716eng/380
https://t.me/s/noname05716eng/384
https://t.me/s/noname05716eng/388
https://t.me/s/noname05716eng/398
https://t.me/s/noname05716eng/395
https://t.me/s/noname05716eng/390
https://t.me/s/noname05716eng/391
https://t.me/s/noname05716eng/392
https://t.me/s/noname05716eng/393
https://t.me/s/noname05716eng/394
https://t.me/s/noname05716eng/396
https://t.me/s/noname05716eng/397
https://t.me/s/noname05716eng/399
https://t.me/s/noname05716eng/400
https://t.me/s/noname05716eng/401
https://t.me/s/noname05716eng/402
https://t.me/s/noname057 16eng/403
https://t.me/s/noname05716eng/404
https://t.me/s/noname05716eng/405

https://t.me/s/noname05716eng/406
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P.¢. Den Datum acéas Doména obéti Napadena organizace IC Url stopa utoc¢nika
31. stfeda  2023-01-18 10:25:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/407
32. stfeda  2023-01-18 10:38:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/408
33. stfeda  2023-01-18 11:03:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/409
34. stfeda  2023-01-18 12:01:00 smeral.cz Smeral Brno, a.s. 46346139 https://t.me/s/noname05716eng/411
351 stfeda  2023-01-18 12:30:00 czechtrade.cz Ceska agentura na podporu obchodu 00001171 https://t. me/s/noname05716eng/412
36. stfeda  2023-01-18 13:02:00 czechtrade.cz Ceska agentura na podporu obchodu 00001171 https://t. me/s/noname05716eng/413
37. stfeda  2023-01-18 13:30:00 czechtrade.cz Ceska agentura na podporu obchodu 00001171 https://t. me/s/noname05716eng/414
38. stfeda  2023-01-18 14:00:00 czechtrade.cz Ceska agentura na podporu obchodu 00001171 https://t. me/s/noname05716eng/415
39. stfeda  2023-01-18 14:31:00 czechtradeoffices.com Ceska agentura na podporu obchodu 00001171 https://t. me/s/noname05716eng/416
40. Gtvrtek  2023-01-19 09:28:00 mfcr.cz Ministerstvo financi 00006947 https://t.me/s/noname057 16eng/417
41. Stvrtek  2023-01-19 11:40:00 jawa.eu JAWA Moto spol. s r. 0. 25108743 https://t. me/s/noname05716eng/418
42. Ctvrtek  2023-01-19 11:41:00 tajmac-zps.cz TAJMAC - ZPS a.s. 26215578 https://t. me/s/noname05716eng/419
43. Ctvrtek  2023-01-19 11:42:00 mdcr.cz Ministerstvo dopravy 66003008 https://t. me/s/noname05716eng/420
44, Ctvrtek  2023-01-19 11:43:00 mdecr.cz Ministerstvo dopravy 66003008 https://t. me/s/noname05716eng/421
45. Stvrtek  2023-01-19 11:50:00 mpo.cz Ministerstvo primyslu a obchodu 47609109 https://t. me/s/noname05716eng/422
46. patek  2023-01-20 10:26:00 t-support.cz technology-support s.r.o. 27106471 https://t. me/s/noname05716eng/423
47. patek  2023-01-20 11:09:00 mpo.cz Ministerstvo pramyslu a obchodu 47609109 https://t. me/s/noname057 16eng/424
48. patek  2023-01-20 11:45:00 excaliburarmy.cz EXCALIBUR ARMY spol. s r.o. 64573877 https://t. me/s/noname05716eng/425
49. patek  2023-01-20 12:30:00 tstservis.cz TST servis a.s. 00548880 https://t. me/s/noname05716eng/426
50. patek  2023-01-20 13:14:00 ckd.cz CKD GROUP, a.s. 27129357 https://t. me/s/noname05716eng/427
51. patek  2023-01-20 14:02:00 tosvarnsdorf.cz TOS Varnsdorf a.s. 27327850 https://t. me/s/noname057 16eng/428
52. sobota  2023-01-21 08:35:00 toshulin.cz TOSHULIN, a.s. 25510851 https://t. me/s/noname057 16eng/429
53. sobota  2023-01-21 09:13:00 tos.cz TOS Svitavy, a.s. 15034020 https://t.me/s/noname05716eng/430
54. sobota  2023-01-21 12:07:00 aero.cz AERO Vodochody AEROSPACE a.s. 24194204 https://t. me/s/noname05716eng/433
55. sobota  2023-01-21 13:21:00 kovopb.cz Kovohuté Pribram nastupnicka, a.s. 27118100 https://t. me/s/noname05716eng/434
56. sobota  2023-01-21 14:32:00 vanad.cz Vanad 2000 a.s. 25947575 https://t. me/s/noname05716eng/435
57. sobota  2023-01-21 15:10:00 weilercz.com WEILER Holoubkov s.r.o. 26315785 https://t. me/s/noname05716eng/436
58. sobota  2023-01-21 16:11:00 alfe.cz ALFE BRNO, s.r.o. 45475164 https://t. me/s/noname05716eng/437
59. sobota  2023-01-21 16:47:00 poldi-steel.com Poldi Steel s.r.o. 10969608 https://t.me/s/noname057 16eng/438
60. nedéle  2023-01-22 09:26:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/439
61. nedéle 2023-01-22 10:01:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname057 16eng/440
62. nedéle  2023-01-22 10:45:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/441
63. nedéle  2023-01-22 11:30:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname057 16eng/442
64. nedéle 2023-01-22 12:25:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/443
65. nedéle  2023-01-22 14:16:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/445
66. nedéle  2023-01-22 14:36:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/444
67. nedéle  2023-01-22 15:11:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/446
68. nedéle  2023-01-22 15:50:00 army.cz Ministerstvo obrany 60162694 https://t. me/s/noname05716eng/447
69. pondéli  2023-01-23 15:03:00 avast.io Avast Software s.r.o. 02176475 https://t. me/s/noname05716eng/453
70. pondéli  2023-01-23 15:52:00 avast.io Avast Software s.r.o. 02176475 https://t. me/s/noname057 16eng/454
7. pondéli  2023-01-23 15:53:00 avast.io Avast Software s.r.o. 02176475 https://t. me/s/noname05716eng/455
72. pondéli  2023-01-23 15:56:00 avast.io Avast Software s.r.o. 02176475 https://t. me/s/noname05716eng/456
73. pondéli  2023-01-23 15:59:00 avast.io Avast Software s.r.o. 02176475 https://t. me/s/noname057 16eng/457
74. pondéli  2023-01-23 16:04:00 avast.io Avast Software s.r.o. 02176475 https://t.me/s/noname05716eng/458
75. pondéli  2023-01-23 16:34:00 avast.io Avast Software s.r.o. 02176475 https://t. me/s/noname05716eng/459
76. utery 2023-01-24 20:20:00 avast.com Avast Software s.r.o. 02176475 https://t. me/s/noname05716eng/462
77. utery  2023-01-24 20:22:00 myworkdayjobs.com Workday, Inc. https://t. me/s/noname05716eng/463
78. patek  2023-01-27 09:11:00 generalpavel.cz Pro bezpe¢nou budoucnost z.s. 08749981 https://t. me/s/noname05716eng/487
79. patek  2023-01-27 09:50:00 mzv.cz Ministerstvo zahrani¢nich véci 45769851 https://t.me/s/noname05716eng/488
80. patek 2023-01-27 10:26:00 hlidacstatu.cz Hlidag statu, z.u. 05965527 https://t.me/s/noname057 16eng/489
81. sobota  2023-01-28 09:50:00 generalpavel.cz Pro bezpeénou budoucnost z.s. 08749981 https://t. me/s/noname05716eng/495
82. sobota  2023-01-28 09:50:00 generalpavel.cz Pro bezpeénou budoucnost z.s. 08749981 https://t. me/s/noname05716eng/505
83. sobota  2023-01-28 10:20:00 volby.cz Cesky statisticky Gfad 00025593 https://t. me/s/noname05716eng/496
84. sobota  2023-01-28 13:10:00 mzv.cz Ministerstvo zahrani¢nich véci 45769851 https://t. me/s/noname057 16eng/499
85. nedéle 2023-01-29 13:30:00 €zs0.cz Cesky statisticky Gfad 00025593 https://t. me/s/noname05716eng/507
86. Gtvrtek  2023-02-02 13:15:00 bar23.cz MELMARKSs.ro. 49704877 https://t. me/s/noname05716eng/539

Zdroj: Telegram, CZECHMATE CZ s.r.o
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P.¢. Den Datum acas
1. stfeda 2023-01-11 11:24:00
2. Ctvrtek  2023-01-12 12:57:00
3. Ctvrtek  2023-01-12 12:59:00
4. Ctvrtek  2023-01-12 13:00:00
5. Ctvrtek  2023-01-12 13:02:00
6. Ctvrtek  2023-01-12 14:13:00
7. patek 2023-01-13 10:17:00
8. patek 2023-01-13 10:18:00
9. patek 2023-01-13 12:10:00
10. sobota  2023-01-14 10:10:00
1. sobota  2023-01-14 10:10:00
12. nedéle  2023-01-15 10:36:00
13. nedéle  2023-01-15 13:36:00
14. nedéle  2023-01-15 13:36:00
15. pondéli  2023-01-16 09:56:00
16. pondéli  2023-01-16 09:56:00
17. pondéli  2023-01-16 09:56:00
18. pondéli  2023-01-16 09:56:00
19. pondéli  2023-01-16 09:56:00
20. pondéli  2023-01-16 09:56:00

v D!rkTr!ggﬁ CZECHMATE CZ s.r.o. | IC 89972196 | U radnice 956/8 | Teplice | 415 @1 | Ceskd republika | +420 736 531 184 |

Napadena organizace

PROTOCOL SERVICE, spol. s . 0.

Programy do voleb, z. s.

Hlida¢ statu, z.u.

Cesky statisticky Gfad

Ministerstvo zahrani¢nich véci

Ministerstvo zahraniénich véci

Ministerstvo zahrani¢nich véci

Hlidac statu, z.4.

PROTOCOL SERVICE, spol. sr. 0.

Cesky statisticky Gfad

Hlida¢ statu, z.u.

Cesky statisticky Gfad
Cesky statisticky GFad

Cesky statisticky Gfad

CALS servis s.r.o.

MOTOR JIKOV Group a.s.

SOR Libchavy, spol. s r.o.

TAJMAC - ZPS a.s.

TOR INDUSTRIES s.ro.

TOS Varnsdorf a.s.
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Vzkaz utocnika obéti

We just found out that 4,000 Ukrainian soldiers will soon be trained at the Libava military training ground
in the Czech Republic. At the same time, at the end of 2022, the first group of ukrowarriors has already
completed this process. It is clear that the Russian authorities strongly condemn such practices on the

territory of the European Union. In addition, presidential elections will soon be held in the Czech
Republic and we decided to "participate” in them <> ¢ Today we crashed the website of one of the
candidates - Tomas Zima

We continue our pre-election Czech voyage b The site with candidates and programs does not
work "

We kill the site of the "State Watchman" of the Czech Republic - a web platform where data from the
register of contracts, government contracts, subsidies, sponsors of political parties and the actions of
politicians themselves are checked, analyzed and linked

Another site related to the elections in the Czech Republic is resting today - the information portal of the
Czech Statistical Office, where they post the results of the elections - our handiwork ¢

After our attacks, two subdomains of the Czech Foreign Ministry have been exhausted today
Following the subdomains, the main website of the Czech Foreign Ministry was killed

We continue the Czech voyage b - again we flood the Ministry of Foreign Affairs website with DDoS
missiles ¢

We are wondering what the Czech portal "State Watchman" guards? Well, definitely not the site and
subdomains from DDoS

Elections are in full swing in the Czech Republic, and websites are chasing our DDoS attack = Website
of candidate Tomas Zima

Voting days continue b We vote for the Czech Republic free from Russophobes! Therefore, today
we've sent ddos-grad to the sites: ){Statistical information portal of the Czech Statistical Office with
election results:

We still didn’t understand what the State Watchman portal is for, so we've ddosed one more of its
subdomains - an open platform for cooperation between the state, the public and companies

Again, we send DDoS-missiles to the Czech statistical portal CZSO with the election results
Another Czech portal with reports and voting results went to rest
Another Czech portal with reports and voting results went to rest

One of the services of the SOR plant is sent to quarantine, which is already in the intensive care unit -
the entrance to the systems management portal:

We continue our exciting journey through the Czech Republic ke You tear down our monuments - we
will tear down your business lobby! The website of the South Bohemian joint-stock company MOTOR
JIKOV Strojirenska, which specializes in the production of components for cars, commercial and trucks,
handling equipment, has been killed:

The site of another Czech plant is resting after a DDoS - the manufacturer of buses and trolleybuses
SOR

The website of the Czech plant for the development and production of metal-cutting machine tools
TAJMAC-ZPS is quarantined due to DDoS-infection >

Another sick site is the portal of manufacturers of lifting equipment, construction, warehouse equipment
TOR INDUSTRIES

DDoS is a contagious disease that spreads quickly over the networks#'  Another site "got sick" - TOS

CZECH|
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Den Datum acas Napadena organizace

pondéli

pondéli

utery

utery

tery

utery

utery

utery

utery

stfeda

stfeda

stfeda

stfeda

stfeda

stfeda

stfeda
stfeda
stfeda
stfeda
Ctvrtek
Ctvrtek

Ctvrtek

Ctvrtek

Ctvrtek

Ctvrtek

patek

patek

patek

patek

patek

patek

sobota

sobota

sobota

sobota

sobota

sobota

sobota

sobota

nedéle

nedéle

nedéle

nedéle

2023-01-16 10:23:00

2023-01-16 10:31:00

2023-01-17 09:39:00

2023-01-17 09:40:00

2023-01-17 09:42:00

2023-01-17 09:43:00

2023-01-17 09:44:00

2023-01-17 10:02:00

2023-01-17 10:21:00

2023-01-18 10:24:00

2023-01-18 10:25:00

2023-01-18 10:38:00

2023-01-18 11:03:00

2023-01-18 12:01:00

2023-01-18 12:30:00

2023-01-18 13:02:00

2023-01-18 13:30:00

2023-01-18 14:00:00

2023-01-18 14:31:00

2023-01-19 09:28:00

2023-01-19 11:40:00

2023-01-19 11:41:00

2023-01-19 11:42:00

2023-01-19 11:43:00

2023-01-19 11:50:00

2023-01-20 10:26:00

2023-01-20 11:09:00

2023-01-20 11:45:00

2023-01-20 12:30:00

2023-01-20 13:14:00

2023-01-20 14:02:00

2023-01-21 08:35:00

2023-01-21 09:13:00

2023-01-21 12:07:00

2023-01-21 13:21:00

2023-01-21 14:32:00

2023-01-21 15:10:00

2023-01-21 16:11:00

2023-01-21 16:47:00

2023-01-22 09:26:00

2023-01-22 10:01:00

2023-01-22 10:45:00

2023-01-22 11:30:00

ZETOR TRACTORS a.s.

AERO Vodochody AEROSPACE a.s.
PILOUS - pasové pily, spol. s r.o.
Pasova ocel, s.r. 0.

Poldi Steel s.r.o.

EMP, s.r.o.

FERMAT CZ s.r.0.

ReTOS Varnsdorf s.r.o.

KOVOSVIT MAS Machine Tools, a.s.
Slovacke strojirny, a. s.

Ministerstvo obrany

Ministerstvo obrany

Ministerstvo obrany

Smeral Brno, a.s.

Ceska agentura na podporu obchodu

Ceska agentura na podporu obchodu
Ceska agentura na podporu obchodu
Ceska agentura na podporu obchodu
Ceska agentura na podporu obchodu
Ministerstvo financi

JAWA Moto spol. s . 0.

TAJMAC - ZPS a.s.

Ministerstvo dopravy

Ministerstvo dopravy
Ministerstvo primyslu a obchodu

technology-support s.r.o.

Ministerstvo primyslu a obchodu
EXCALIBUR ARMY spol. s r.o.
TST servis a.s.

CKD GROUP, as.

TOS Varnsdorf a.s.

TOSHULIN, as.

TOS Svitavy, a.s.

AERO Vodochody AEROSPACE a.s.

Kovohuté Pribram nastupnicka, a.s.

Vanad 2000 a.s.

WEILER Holoubkov s.r.o.

ALFE BRNO, s.r.o.

Poldi Steel s.r.o.

Ministerstvo obrany
Ministerstvo obrany
Ministerstvo obrany

Ministerstvo obrany

| IC 89972196 | U radnice 956/8 |

Teplice |

Vzkaz uto¢nika obéti

VARNSDOREF - the world's leading machine-building plant engaged in the development, production,
sale and service of machine tools

The website of the ZETOR TRACTORS company, which specializes in the production and sale of
tractors and engines, cannot rise after our DDoS attack

AEROSPACE designs and manufactures military and civil aircraft and is the largest aircraft
manufacturer in the Czech Republic. And we've killed their website

We continue the Czech journey through the factorieshs J{PILOUS - production of band saws for metal

Due to our DDoS attack, the website of PASOVA OCEL, a company selling and processing strip steel,
went to rest

The site of the metallurgical plant Poldi also could not resist DDoS attacks
We've killed the website of the manufacturer of electric pumps and electric motors EMP

A professional manufacturer of horizontal boring and point grinding machines LLC Fermat TsZ receives
from us a portion of DDoS attacks on its main website

The company RETOS Varnsdorf sro, which offers services for the operation of horizontal boring
machines, falls under the weight of DDoS

We've killed the website of a large Czech manufacturer of machine tools KOVOSVIT MAS Machine
Tools

We kill the website of the machine tool manufacturer Slovackeé strojirny as

The cybersecurity specialists of the Czech Ministry of Defense could not withstand the attack of the
DDoS specialists from the NoName057(16) team

Following the main site, the site of the group of cybernetic forces and information operations went to
recovers>

The digital office of the Ministry of Defense of the Czech Republic does not lag behind its comrades and
falls under the onslaught of DDoS attacks

The website of the Czech company Smeral Brno as, which produces turnkey automated molding
systems, went to recover after our DDoS attack

And now let's send "hello" to the Czech Ministry of Industry and Trade and its subdomains - firstly, we
kill the main site

Another subdomain of the Ministry of Industry of the Czech Republic - the client zone - went offline
We've killed the portal of the official database of the Czech Ministry of Industry
The authorization service in the portal of the Czech trade promotion agency has sunk into oblivion
The portal of Czech trade missions also "lay down to rest" after our DDoS attack
Today we have successfully killed the website of the Ministry of Finance of the Czech Republic
Jawa Moto main site
Killed the site of the Czech production program TAJMAC-ZPS

The website of the Czech Ministry of Transport closed access to users from all countries except their
own

The subdomain of the Ministry of Transport - an authorization service - was closed from users, it works
only in the Czech Republic

Due to our DDoS attack, the website of the Czech Ministry of Industry feels "sick"

We continue to punish the portals of the Russophobic Czech Republic hws: {Main website of
T-Support, a supplier of industrial machine parts

The site of blockchain notary technology for civil servants and businessmen of the Czech Republic went
to rest

The website of the Czech company EXCALIBUR ARMY, which produces military equipment, was killed

We kill the website of the company engaged in the supply of components for machine-building
production "TST service"

We kill a subdomain of the website of the company CHKD GROUP - the login portal

Due to our DDoS attack, the subdomain of the website of the Czech company TOS VARNSDOREF,
which develops, manufactures, sells and maintains machine tools, is not working

The day begins with the punishment of the Czech manufacturer of lathes TOSHULIN - the main website
is not working after our attack

We kill the website of the Czech metallurgical company Tos Svitavy
This is not the first time we kill the website of the Czech aircraft manufacturer AEROSPACE *=

The website of the Czech metalworking plant Kovohuté PFibram was unable to process a bunch of
requests and fell ill from a DDoS attack

The website of the Czech supplier of high-performance machines "Vanad" does not withstand DDoS
hail

The website of the Czech company Weiler, which provides maintenance and overhaul of machines of a
special production program, was closed from users after our DDoS attack %

The portal of the Czech foundry ALFE BRNO received a DDoS hail and went to rest
The website of the Czech metallurgical plant Poldi does not get up after a DDoS attack -

Today we went on an exciting journey through the subdomains of the Czech Ministry of Defense
{ Website of the agency of communication and information systems
The Czech computer incident response service portal, called "circus” -, accepts our DDoS attack

The open data portal of the Ministry of Defense of the Czech Republic became an inaccessible data
portal after our DDoS attack

The main website of the Czech Ministry of Defense cowardly closed from users of all countries except

[T IMATECZ|

ZMENA NASTAVENT

415 @1 | Ceskd republika | +420 736 531 184 | info@czechmatecz.com| www.czechmatecz.com

15



o czecH[ITIEH

ZMENA NASTAVENI

P. ¢.

64.
65.

66.
67.

68.
69.
70.
.
72.
73.
74.

75.

76.
7.

78.

79.

80.

81.

82.

83.

84.

85.

86.

@ n

y

Den Datum acas Napadena organizace

Mar 2, 2023

Informaéni a zpravodajska agentura | Sbér a analyza digitalnich stop | Specialisté na Darkieb

the Czech Republic s

& DarkTracer

Vzkaz uto¢nika obéti

The Czech Ministry of Defense restricted access to another portal after our attack - the site for the

nedéle  2023-01-22 12:25:00  Ministerstvo obrany development of military research
2 n - The website of the 24th transport aviation base, a subdomain of the portal of the Ministry of Education
fecel AR EIE0D - WS e Sy of the Czech Republic, also closes access after our DDoS attack
2 ar. - Another subdomain of the website of the Ministry of Defense of the Czech Republic - the website of the
nedSle’ " 2023-01-22 14:36:00.  Ministerstvo obrany Pardubice Airport Administration - was closed after non-flying weather due to DDoS hail:
nedéle  2023-01-22 15:11:00  Ministerstvo obrany Another subdomain of the Czech Ministry of Defense was forced to close - the army portal
nedéle 2023-01-22 15:50:00  Ministerst b Another subdomain of the main website of the Czech Ministry of Defense became inaccessible after
-01-: :50: inisterstvo obrany DDoS
ondali  2023-01-23 15:03:00  Avast Softw Well... You obviously remember how Avast spoke about our activities and how its "experts" told us that
2 o e vast Software s.r.o. we supposedly have a low intensity of DDoS attacks.
o . By the way! Do you know what are the passwords of some accounts of Avast employees? @ Here they
FERGEH PRI A A SR i are: ""viewsonic 17gs", "3518754", ""time for rock"
pondéli  2023-01-23 15:53:00  Avast Software s.r.o. "Avast", stop changing servers, we see everything and follow your brown trail @
an n Do you know that Avast temporarily suspended activities on the territory of Russiamm? The reason: the
pondéli  2023-01-23 15:56:00  Avast Software s.r.0. ban on the supply of high-tech solutions.
Do you know, friends, that "Avast" once was caught selling user data, including residents of our
pondéli  2023-01-23 15:59:00  Avast Software s.r.o. countrymm? & The best thing that can help them is a lobotomy procedure. Although... can someone start
selling their employees' data from their corporate network? %= We think this is a fair deal@®
pondéli  2023-01-23 16:04:00  Avast Software s.r.o. Art motifs for today's attack on Avast
Time is running, Avast's resources are lying after our attack, the number of questions to the Czech IT
pondéli  2023-01-23 16:34:00  Avast Software s.r.o. company is increasing, people are complaining about problems, and Avast itself has activated the
"Pretend to be a hose" mode and is silent, as if it has filled its mouth with water...
P on. After our DDoS attack yesterday Avast only had enough strength to raise its forum only in Bulgaria!!!
utery 2023-01-24 20:20:00  Avast Software s.r.o. Circus, not an IT company %*
P oo We continue our trip to Avast and we do not let the HR portal of Czech IT specialists, which fell
utery 2023-01-24 20:22:00  Workday, Inc. yesterday, rise &3
. . . We haven't forgotten about the second round of elections in the Czech Republic %= The site of the
patek 2023-01-27 09:11:00  Pro bezpec¢nou budoucnost z.s. candidate Peter Pavel was shut down again
patek 2023-01-27 09:50:00  Ministerstvo zahranicnich véci The website of the Czech Ministry of Foreign Affairs goes offline
patek 2023-01-27 10:26:00  Hlidag statu, z.u. Again, the Czech "State Watchman" sleeps at his workplace after a DDoS attack:
And we continue to closely monitor the presidential elections in the Czech Republichs and report to you
sobota 2023-01-28 09:50:00 Pro bezpe&nou budoucnost z.s. the situation in this Russophobic country ©= The website of one of the candidates, Petr Pavel, who is
known for his anti-Russian statements, is down again
And we continue to closely monitor the presidential elections in the Czech Republiches and report to you
sobota 2023-01-28 09:50:00  Pro bezpe&nou budoucnost z.s. the situation in this Russophobic country ©= The website of one of the candidates, Petr Pavel, who is
known for his anti-Russian statements, is down again
N . AT What are the statistics of the candidates for the presidency of the Czech Republic? And we also do not
sobota  2023.01-28 10:20:00  Cesky statisticky ufad know, because we shut down their statistical portal with the voting results
P - . . Access to the portal of the Czech Ministry of Foreign Affairs is now only available to foreigners due to
sobota  2023-01-28 13:10:00  Ministerstvo zahraniénich véci our DDoS attack - the portal does not work for Czechs <=
And how are the things going in the Czech Republichs? The elections are over, the president has
nedéle  2023-01-29 13:30:00  Cesky statisticky Grad changed. Only the sphere of information security does not change: the portals continue to feel sick:
) Statistical Information Service of the Czech Statistical Office
Today, in Sergey Karnaukhov's Telegram channel, we saw a post about a Russophobic bar in the
Ctvrtek  2023-02-02 13:15:00 MELMARKSs.r.o. Czech Republic, where someone decided to rename the "White Russian" cocktail to "Dead
Russian"&s In short, we could not pass by and crashed the site of this eatery
Zdroj: Telegram, CZECHMATE CZ s.r.o.
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